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The changing 
landscape  
for logs

Challenges  
with using 
traditional log 
management  
tools and  
strategies

This paradigm shift means that many traditional logging solutions are inadequate to handle  
current enterprise needs. Without the right tools, organizations experience consequences, 
such as decreased visibility, slow MTTR, higher spend, redundant team processes, all of which 
can end up hurting their business performance.

SILOED TEAMS USING MULTIPLE TOOLS

 – Without a single observability tool, your organization can use multiple solutions for different 
use cases within different teams, resulting in silos. As we heard from many of our customers, 
this means that teams have to constantly context switch to understand issues.

Log data is experiencing exponential growth, and this is no coincidence. In the last few years, 
we have seen a fundamental shift in enterprise computing. Many organizations operate on 
multiple clouds, and there has been a substantial adoption for containers and serverless. 
These factors contribute to a more complex, distributed architecture with more applications 
and components, resulting in more log data emitted.

Furthermore, new enterprise technologies are being introduced every year, including open-
source and SaaS. Logging solutions must be able to support a plethora of new software as 
organizations scale.

This is further complicated by the variation in the value of log data. Some logs usually 
perceived to be low value (e.g. debug logs) can suddenly become critical for troubleshooting 
or analysis during a production incident.

Powerful Log Management  
& Analytics
One unified logging platform that helps you break down team  
silos, troubleshoot faster, and optimize at enterprise scale.

https://www.datadoghq.com/
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Datadog’s 
approach

An effective log management solution must be one unified platform that breaks down silos, 
enables rapid troubleshooting, and optimizes at enterprise scale.

SINGLE UNIFIED PLATFORM FOR ALL YOUR TEAMS

 – Tell the complete story with logs-metrics-traces correlation. Seamlessly pivot from logs to 
traces and metrics without context switching to better understand issues. 

 – Break down silos by consolidating into a single, easy-to-use platform. Intuitive navigation 
and user interfaces help teams get started in Datadog right away even if they are not log experts.

POWERFUL QUERYING AND ANALYSIS FOR RAPID TROUBLESHOOTING

 – Jumpstart investigations with Log Anomaly Detection. Powered by Watchdog AI, Datadog 
automatically surfaces spikes and changes in logs so that you can proactively identify issues 
rather than react to them (read more about Log Anomaly Detection).

 – Faster MTTR by identifying log patterns with one-click. Quickly group and analyze hundreds 
of millions of logs based on their patterns without having to learn a new querying language.  
Drill into the values behind log patterns for further analysis using Pattern Inspector.

OPTIMIZED THROUGHOUT THE LOG LIFECYCLE FOR ANY BUDGET

 – Full visibility without going over budget. There is no one-size-fits-all when it comes to 
retaining log data. Logging without Limits decouples ingestion from indexing so that you can 
ingest all logs but only index the logs that matter when you need them. This way, you always 
have visibility while staying on budget. 

 – Index only your most valuable logs. Fine-grain controls over what and how much you index.  
You can also define team-based quotas upfront, vary retention periods per log indexed, and 
create indexes from any log pipeline, at any point in time, with the flick of a switch (using 
exclusion filters). This way, you can easily optimize the volume of logs retained.

 – Centralized processing and enrichment of logs. Parse all your logs at the time of ingestion  
and enrich with contextual data into a structured format in one place, ensuring fast performance. 
200+ built-in pipelines ready to use to support popular technologies in your stack.

SLOW, MANUAL TROUBLESHOOTING

 – Troubleshooting is no simple task, especially when it is time-sensitive. Your DevOps teams can 
spend hours looking through hundreds of millions of logs manually, making it difficult to make 
sense of the problem. Traditional logging solutions also require your teams to learn specific 
querying languages, which can often bottleneck access of the log data to a few folks who have 
developed expertise for the solution.

LACK OF SCALABILITY OF EXISTING TOOLS FOR ENTERPRISE NEEDS

 – Traditional logging solutions have not kept pace with the growth in log data and cannot 
adequately handle the collection, processing, and retention of large volumes of logs. Moreover, 
they offer few options for quickly creating dashboards and monitors. Your DevOps team may 
have had to build their own dashboards from scratch.

INEFFICIENCIES IN THE LONG-RUN FROM USING EXISTING TOOLS

 – While cheap and attractive initially, many traditional logging solutions end up becoming 
inefficient. First, they require all of your logs to be retained, even those that have little to no 
value to you. You have to constantly choose between having more visibility versus incurring 
higher cost. Also, they lack comprehensive, centralized control over the entirety of the log 
lifecycle, including processing, storing, and forwarding logs to third-party destinations. 
Moreover, you can have multiple, dedicated FTEs and incur additional costs just for  
maintaining your existing tools.

https://www.datadoghq.com/
https://www.datadoghq.com/blog/accelerate-incident-investigations-with-log-anomaly-detection/
https://www.datadoghq.com/blog/pattern-inspector/
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Ensure 
organizational-
wide governance 
and compliance

As an enterprise leader, you and your observability teams juggle the constantly changing 
needs of multiple engineering teams while still enforcing governance throughout the 
organization. Log management does not exist in a vacuum. In addition to a core log 
management tool for centralizing and analyzing log data, you need complementary solutions 
that address your concerns for auditing, budget control, maintaining compliance for data 
privacy requirements, and managing best practices.

Sensitive Data Scanner, Audit Trail, and Online Archives help our customers ensure a scalable 
governance strategy. Read more about our suite of complementary solutions for governance 
and compliance here.

 – Efficient archiving and rehydration at any time. Maintain a complete archive, with the full  
history of your operations for any audit or historical analysis in AWS S3 bucket (includes 
S3 Glacier), Azure storage, or Google Cloud Storage. When you are ready, quickly retrieve 
archived logs into indexes with Log Rehydration to retain fewer logs and optimize log volumes 
for querying and analysis (learn about Log Rehydration here).

 – Easily route logs with Log Forwarding. You may have specific use cases for logs in which you 
want to send them to third-party destinations. With Log Forwarding, you can automatically 
filter for and send logs to third-party destinations, including Splunk, Elastic, and HTTP, 
without having to self-manage.

 – Custom metrics from all ingested logs for 15 months. Generate custom metrics from all 
ingested logs to track and retain anomalies and trends. Retain metrics for 15 months with no 
rollups, instead of indexing hundreds of millions of logs per day.

SCALABLE FOR EVERY STACK AND EVERY TEAM

 – High performance even as you scale. We support thousands of customers that send and 
process millions of logs per minute, including many established large enterprises—such as 
Zendesk, Sony, and Fox.

 – Complete coverage across your tech stack. We have 600+ integrations from the most 
popular technologies verified and tested by our engineering teams, and we are always looking 
to add more so that you can spend less time and effort.

 – Get started right away with easy setup and out-of-the-box dashboards and pipelines. It 
takes only a few minutes to get started with our Datadog agent which helps you easily collect 
all your telemetry data—logs, traces, and metrics. Then, quickly process your log data with 
200+ built-in pipelines. Analyze with intuitive visualizations from our out-of-the-box dashboard.

 – Granular access controls no matter the size of your team. Whether you have one team or 
multiple across different parts of your organization, you can tailor controls and privileges 
based on your organizational structure and roles.

https://www.datadoghq.com/
https://www.datadoghq.com/resources/governance-solution-brief/
https://www.datadoghq.com/blog/efficient-log-rehydration-with-datadog/
https://www.datadoghq.com/blog/route-logs-with-datadog-log-forwarding/
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Summary With Datadog Log Management, you have a single platform experience without context 
switching. You reduce your MTTR with faster troubleshooting and scale your log management 
for every stack and every team. Also, you enable a more efficient platform and DevOps team.

Also, we understand how important it is to develop software that adheres regulatory 
requirements for compliance and security, especially for our customers in regulated industries. 
Datadog Log Management is enabled to be PCI-compliant, HIPAA-compliant, and is FedRAMP 
Moderate. We are working towards getting additional compliance-related certifications.

https://www.datadoghq.com/



